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Abstract: This study aimed to comprehensively describe the level of digital 

literacy of students in supporting technology-based learning. The focus of the 

study covered five main aspects: technical skills, information skills, 

communication and collaboration, digital ethics and security, and critical 

thinking. The research method used was a descriptive quantitative approach 

involving 35 respondents as a sample. Data were collected through a 

questionnaire consisting of 6 components and 30 statement items, then 

analyzed using descriptive statistics. The results showed that the overall digital 

literacy level of the students was in the "Good" category, with an average score 

of 75.5. The "Access and Use of Digital Technology" component obtained the 

highest score of 83 (Very Good), while "Data Literacy and Digital Media" 

obtained the lowest score of 70 (Good). These findings emphasize the need to 

strengthen aspects of information evaluation, data literacy, and critical 

thinking through integrated learning strategies in higher education. 
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INTRODUCTION 

 

The development of the current era, marked by advances in information and communication 

technology, has brought about major changes in the world of education. The way humans learn, 

interact, and acquire knowledge is no longer confined to the traditional classroom (Masjaya, et al., 

2025). Scientific activities in higher education in the digital era require students to be able to 

conduct literature searches effectively, efficiently, and comprehensively. This ability is closely 

related to three interrelated but conceptually distinct constructs: information literacy, digital 

competence, and digital literacy. Information literacy refers to a person's ability to recognize, 

locate, evaluate, and use information effectively (Romadhan & Aspandi, 2025). Meanwhile, digital 

competence is a set of knowledge, skills, and attitudes needed to use digital technology 

confidently, critically, creatively, and safely. This concept is formulated explicitly in the Digital 

Competence Framework for Citizens (DigComp 2.2) released by the European Commission 

(Riina, Stefano, & Yves, 2022). Digital literacy is a broader construct, encompassing the ability to 

access, analyze, evaluate, and create content through various digital media formats, as formulated 

by UNESCO's Digital Literacy Global Framework (DLGF) (Hammoda & Foli, 2024). Digital 

competence serves as the technical foundation for digital literacy; thus, the two cannot be treated 

synonymously. Integrating these two frameworks allows for a more systematic research narrative, 

particularly in analyzing students' readiness to face a technology-based learning ecosystem 

(Safitri, Ramlah, Sandy, & Siregar, 2026). 

According to the Indonesian Internet Service Providers Association (APJII), the number of 

internet users in Indonesia in early 2024 reached 221.56 million people, equivalent to a penetration 

rate of 79.5% of the total population (APJII, 2024). This figure increased from 78.19% in the 

previous survey period (2022-2023), showing a consistent positive trend since 2018 when 

penetration was still at 64.8% (Databoks, 2024). In the context of higher education, this trend of 

increasing internet access has significant implications, with more students having access to digital 

learning resources, online collaboration platforms, and global scholarly repositories. However, 

increased access alone does not necessarily guarantee improved academic use of information 

(Susanti & Lestari, 2025). Therefore, it is important for higher education institutions to ensure that 

the expansion of digital infrastructure is accompanied by an increase in the digital literacy 

competencies of their students, so that wider access can be optimized to support meaningful 

learning outcomes. 

The majority of Indonesian internet users, at 34.40%, belong to Generation Z (APJII, 2024), 

an age group directly related to the academic and active student population of higher education. 

Referring to Generation Z in this context is important because this group is a key subject of digital 

literacy discourse in higher education. They grew up with digital technology but do not necessarily 

possess adequate digital skills for academic purposes (Kenang, Puspita, & Wijayadne, 2025). 

Referring to the Indonesia Digital Literacy Index, which is measured using the four pillars of the 

Ministry of Communication and Information Technology (Kominfo) instrument (digital skills, 

digital ethics, digital security, and digital culture) on a scale of 1-5, the national digital literacy 

score was 3.54 in 2022, classified as "moderate" (Kominfo, 2023). These scores consistently show 

that technical skills in using digital devices are not aligned with critical thinking skills, digital 

security, and ethics in the information ecosystem (Simbolon, 2026). This condition reflects the 

existence of a digital skill gap, namely the gap between basic technical skills and high-level 

literacy skills required in an academic context (Yaqin, Prasojo, Haji-Othman, & Yusof, 2024). 

This gap needs to be understood not only as an individual problem, but also as a structural 

challenge that requires a systemic response from higher education institutions. 

The issue of student digital literacy now extends beyond technical aspects. Every day, they 

deal with an overload of information that makes it difficult to verify the authenticity of content. 

The impact is visible in two areas: from a security perspective, the Indonesian National Police 

Cyber Crime Unit (2024) recorded a 32% increase in cybercrime cases, with the 18-25 age group 

(the majority of students) being the most frequent victims. Academically, 28% of students have 
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used unverified online sources for assignments. This figure reflects students' weak ability to assess 

the quality and ethical use of digital sources (Opini, 2025). 

Students typically possess intermediate to advanced procedural ICT skills. They can 

navigate digital libraries, manage citations, and use AI-based grammar checkers. However, these 

operational skills are not always directly proportional to their ability to critically integrate read 

sources into academic writing (Waloyo, Hartono, Wahyuni, & Yulianto, 2025). 

Universities are now adopting a variety of learning technologies, from smart classrooms and 

Learning Management Systems (LMS) to collaborative platforms. This adoption requires students 

to have adequate digital literacy. Research shows that technology utilization significantly 

contributes to the quality of learning and digital literacy, with motivation to learn strengthening 

this relationship. However, despite technology's potential, its effectiveness still depends on 

students' readiness to utilize it optimally (Nurcholifah & Harsono, 2025). 

Previous research on college students' digital literacy has been conducted from various 

perspectives. A study involving 2,921 college students (805 males and 2,116 females) from various 

regions in Indonesia revealed that digital literacy was measured using six subscales: technology 

skills, personal security, critical thinking, device security, information, and communication 

(Simanjuntak, Mulya, Engry, & Alfian, 2025). In addition, the level of digital literacy skills of 

students at Dian Nusantara University is in the sufficient category, with the information literacy 

and digital security indicators being the weakest dimensions (Hidayatullah, Patria, & Septanto, 

2024). PGSD students showed that although prospective teachers have adequate digital operational 

skills, their ability to critically evaluate and create digital content still needs to be improved 

(Ginting & Magistra, 2024). A study of 10,396 new students in Distance Learning found a digital 

skill score of 68.22, which is classified as high, but there are significant disparities between regions 

(Kharis, Septiarini, Zili, Arisanty, & Permatasari, 2025). Students' digital literacy levels have a 

significant impact on future learning outcomes, particularly in the context of technology-based 

education (Susanti & Lestari, 2025). 

Based on this background, this study aims to comprehensively describe the level of digital 

literacy of students in supporting technology-based learning. Referring to the developed 

questionnaire instrument, the focus of the study covers six main components, namely: (1) access 

and use of digital technology, (2) searching and evaluating digital information, (3) utilization and 

production of digital content, (4) digital ethics and security, (5) social awareness and digital 

impact, and (6) data and digital media literacy. An in-depth understanding of these six components 

is expected to provide a complete picture of the digital literacy profile of students, as well as serve 

as an empirical basis for curriculum development and digital literacy improvement programs in 

higher education. In addition, the findings of this study are expected to serve as a policy basis for 

institutions in designing pedagogical interventions that are responsive to students' digital literacy 

needs in the era of technology-based learning. 

 

METHOD  

 

This research uses a descriptive quantitative approach. This method was chosen to provide 

a systematic, factual, and accurate picture of the facts and relationships between the phenomena 

investigated, particularly regarding students' digital literacy levels in supporting technology-based 

learning. 

The data collection instrument used was a questionnaire to assess students' digital literacy 

levels. The questionnaire consisted of six components and 30 statements (refers Table 1.). The 

subjects in this study included students from various study programs, with a total sample size of 

35 respondents. The response options for each statement were: Strongly Agree (5), Agree (4), 

Neutral (3), Disagree (2), and Strongly Disagree (1). A 5-point Likert scale was used. 
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Table 1. Questionnaire Indicators of Students Digital Literacy Levels 

Component Indicator Statement Items Source 

Access and Use 

of Digital 

Technology 

Students' ability to 

access, operate, and 

utilize digital devices and 

applications for academic 

activities. 

1, 2, 3, 4, 5 (Carretero, 

Vourikari, & 

Punie , 2017) 

Digital 

Information 

Search and 

Evaluation 

Students' ability to 

search, select, evaluate, 

and verify information 

obtained from digital 

media. 

6, 7, 8, 9, 10 (Carretero, 

Vourikari, & 

Punie , 2017) 

Utilization and 

Production of 

Digital Content 

Students' ability to 

process, create, and 

communicate digital 

content for academic and 

collaborative purposes. 

11, 12, 13, 14, 15 (Carretero, 

Vourikari, & 

Punie , 2017) 

Digital Ethics 

and Security 

Understanding and 

application of ethical 

norms, responsibility, and 

protection of personal 

data in digital activities. 

16, 17, 18, 19, 20 (Kurnia, et al., 

2021) 

Social 

Awareness and 

Digital Impact 

Students' awareness of 

the social, psychological, 

and legal impacts of using 

digital technology. 

21, 22, 23, 24, 25 (Tang & 

Chaw, 2016) 

Data Literacy 

and Digital 

Media 

Students' ability to 

understand, interpret, and 

use digital media data and 

content critically. 

26, 27, 28, 29, 30 (Dolniakova, 

Francistyova, 

& Furtakova, 

2024) 

  

To calculate the average value of each digital literacy component, the following average 

formula (1) was used: 

 

𝑥̅ =
∑ 𝑥

𝑛
               (1) 

Information: 

• 𝑥 is the average of the component scores; 
• 𝛴𝑥 is the sum of the scores for each statement item in a component; 

• 𝑛 is the total number of statement items in that component. 

 

Next, the average score for each component was converted to a scale of 0-100 using formula 

(2), adapted from Dinata (2021). 

 

Component value = 
𝑥̅𝑘̅̅̅̅

5
× 100             (2) 

 

The total value of students' digital literacy skills was calculated using formula (3). 

Total Value = 
∑ 𝑌𝑗𝑁

𝑗=1

𝑁×𝑀𝑎𝑥𝑖𝑚𝑢𝑚 𝑆𝑐𝑜𝑟𝑒
× 100   (3) 

Information: 

• ∑ 𝑌𝑗𝑁
𝑗=1  is the total score across all respondents; 
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• 𝑁 is the number of respondents; 
• 𝑀𝑎𝑥𝑖𝑚𝑢𝑚 𝑆𝑐𝑜𝑟𝑒 refers to the total possible score for the 30 statements. 

The assessment category for each component and the total value were determined using the 

criteria shown in Table 2. (Arikunto, 2010). 

 

Table 2. Digital Literacy Assessment Categories 

Value Interval Assessment Category 

81-100 Very Good 

61-80 Good 

41-60 Fairly Good 

21-40 Poor 

0-20 Very Poor 

 

RESULTS  

 

Based on data collected from 35 respondents, calculations were performed using a 

predetermined formula. The results showed that the average score for each component of students' 

digital literacy varied between 70 and 83. A summary of the scores for each component is 

presented in Table 3. 

 

Table 3. Recapitulation of The Average Digital Literacy Scores of Students 

No Components of Digital 

Literacy 

Average Score Value 

(0-100) 

Category 

1. Access and Use of Digital 

Technology 

4,15 83 Very Good 

2. Digital Information Search and 

Evaluation 

3,62 72 Good 

3. Utilization and Production of 

Digital Content 

3,75 75 Good 

4. Digital Ethics and Security 3,89 78 Good 

5. Social Awareness and Digital 

Impact 

3,73 75 Good 

6. Data Literacy and Digital 

Media 

3,50 70 Good 

 Overall Average 3,77 75,5 Good 
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Figure 1. Recapitulation of The Average Digital Literacy Scores of Students 

The total value of students' digital literacy skills was calculated as follows: 

Total Value = 
3.962

35×150
× 100 

Total Value = 
3.962

5.250
× 100 = 75,5 

T The total value of 75.5 falls within the 61-80 interval, placing it in the 'Good' category. 

 

DISCUSSION 

 

Based on the data analysis, the students' overall digital literacy level is in the good category, 

with an average score of 75.5. This finding indicates that students are sufficiently prepared to 

utilize technology to support their learning process. This finding aligns with the conclusion that 

students' digital literacy skills in the Mathematics Education study program at the Muhammadiyah 

University of Kotabumi are also in the good category. This finding also aligns with research 

showing that 81% of students achieve digital literacy skills in the good category. This also 

reinforces the view that students, as part of Generation Z, have a close relationship with digital 

devices (Dinata, 2021) (Ririen & Daryanes, 2022). 

In the digital technology access and use component, students achieved the highest score of 

83 (very good). This high score reflects students' functional proficiency in operating digital 

hardware and applications for academic purposes. This finding aligns with Simanjuntak, Mulya, 

Engry, and Alfian (2025), who found technological skills to be one of the subscales with the 

highest scores (M=4.15) among Indonesian students, indicating that functional proficiency in 

operating digital devices is a key strength for students nationally. Mastery of digital media is an 

important prerequisite in the 21st-century learning paradigm, which is shifting from traditional 

models to flexible digital content-based models (Dinata, 2021) (Kurniawati, 2016) (Sakolan & 

Rahmadani, 2020) (Fitriyani & Nugroho, 2022). 

The digital information search and evaluation component received a score of 72 (Good). The 

main challenge lies in the ability to verify the accuracy of information amidst the flood of 

information. While positive, this score is lower than the digital technology access and use 

component, which highlights the gap between proficiency in using devices and proficiency in 

managing the information itself. Furthermore, Simanjuntak, Mulya, Engry, and Alfian (2025) 
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found that informational skills obtained the lowest average (M=3.26) compared to other subscales, 

making it the weakest dimension in the digital literacy profile of Indonesian students. 

The digital content utilization and production component received a score of 75 (Good). It 

was also found that creativity was only in the good category, indicating that students' creative 

thinking skills were not optimal, even though creativity plays a crucial role in successful learning. 

The ability to create content is closely related to student creativity, which plays a crucial role in 

the success of the learning process. Those who are able to process learning materials into digital 

formats tend to have a deeper understanding of the topic. Although in the positive category, this 

score indicates that students' ability to produce content is still below their ability to simply access 

technology (Dinata, 2021) (Resti, 2015) (Subur, 2013). 

The digital ethics and security component scored 78 (good), showing positive results but still 

requiring attention. This is in line with Simanjuntak, Mulya, Engry, and Alfian (2025), who found 

that personal security skills received the highest score (M=4.37). Understanding ethical norms and 

personal data protection is crucial given the increasing number of cybercrime cases targeting the 

productive age group, emphasizing that digital literacy is not just a technical skill, but an effort to 

build the character of an ethical and responsible digital society. However, the increase in 

cybercrime cases among the 18-25 age group shows that understanding alone is not enough 

without strong awareness in daily practice. This is important so that students are not only 

technologically literate but also wise in interacting in public spaces (Nada & Sari, 2020) (Isabella, 

Iriyani, & Lestari, 2023) (Cyber Crime Unit Bareskrim Polri, 2024). 

The social awareness and digital impact component received an average score of 75, placing 

it in the good category. This achievement indicates that respondents have sufficient awareness of 

how their digital activities affect their social environment and personal well-being. However, this 

understanding still needs to be improved so that students not only 'know' theoretically but are also 

able to consistently practice healthy digital behaviors. Dinata (2021) reported similar findings in 

the cultural and social understanding component, with a score of 77. They added that cultural 

values are crucial in aligning information in the digital space with the context of socio-cultural 

understanding (Dinata, 2021) (Pranoto & Wibowo, 2018). 

The data and digital media literacy component received the lowest score, at 70 (good). This 

score is one of the lowest compared to other components, indicating challenges for students in 

processing raw data into meaningful information. This is in line with Simanjuntak, Mulya, Engry, 

and Alfian (2025), who identified that Indonesian students' digital literacy skills still face 

challenges, particularly on the thinking subscale (M=4.02). Although the figure seems moderate, 

it is a concern considering that critical skills are the foundation of the ability to process data and 

information analytically. 

A limitation of this study is the small sample size and the exclusion of several research 

sources due to limited search capabilities. Therefore, this research is far from perfect and clear. 

Consequently, we recommend that future researchers improve upon these limitations  

 

CONCLUSION 

 

Students' digital literacy in supporting technology-based learning was categorized as good, 

with an average score of 75.5. This indicates that students possess relatively good skills in using 

digital technology to meet academic needs. However, there are still many aspects that need 

improvement, particularly their ability to evaluate digital information and data literacy. 

Conversely, this study also revealed several areas of data and digital media literacy that, 

when paired with digital information retrieval and evaluation, scored significantly lower. This 

suggests that we have not yet trained students to critically analyze digital information, assess the 

validity of sources, or read data from digital sources. However, empowering relevant learning 

processes and evidence-based academic decisions in this information age is crucial. Therefore, 

universities need to develop more integrated learning strategies to comprehensively improve 
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students' digital literacy, particularly in the aspects of information evaluation and digital data 

literacy. 
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